
MESSAGELABS INTELLIGENCE

www.messagelabs.com 
info@messagelabs.com

MESSAGELABS INTELLIGENCE
NOVEMBER 2009

EMAIL SECURITY THREATS

  2005     2006     2007     2008     2009   

 Denmark 

 Russia 

 Germany 

 France 

 Austria 

 94.8% 

 93.7% 

 93.6% 

 93.1% 

 93.1% 

 Engineering 

 Automotive 

 Education 

 Marketing/Media 

 Telecoms 

 93.9% 

 93.4% 

 92.5% 

 92.1% 

 91.9% 

 1-250 

  251-500 

  501-1000 

 1001-1500 

 1501-2500 

 2501+ 

 90.8% 

 90.7% 

 91.7% 

 90.8% 

 92.1% 

 91.0% 

 Spam Rate 

November 2009

 84.1% 
 88.1% 
 87.8% 

 Last Month: 
 Six Month Avg.:  Top 5 Geographies  Top 5 Verticals  By Horizontal 

 84.1% 

  2005     2006     2007     2008     2009   

 Luxembourg 

 China 

 Spain 

 Austria 

 United Kingdom 

 1 in 70.2 

 1 in 88.7 

 1 in 113.5 

 1 in 115.8 

 1 in 124.6 

 Gov/Public Sector 

 Education 

 Prof Services 

  Accom/Catering 

 Engineering 

 1 in 52.6 

 1 in 129.6 

 1 in 145.8 

 1 in 150.9 

 1 in 174.5 

 1-250 

  251-500 

  501-1000 

 1001-1500 

 1501-2500 

 2501+ 

 1 in 161.5 

 1 in 201.0 

 1 in 246.6 

 1 in 254.4 

 1 in 184.3 

 1 in 179.4 

 Virus Rate 

 November 2009 

 1 in 192.9 
 1 in 230.8 
 1 in 280.7 

 Last Month: 
 Six Month Avg.:  Top 5 Geographies  Top 5 Verticals  By Horizontal 

 1 in
192.9 

  2005     2006     2007     2008     2009   

 United Kingdom 

 China 

 Luxembourg 

 Austria 

 Switzerland 

 1 in 173.9 

 1 in 219.8 

 1 in 221.3 

 1 in 299.5 

 1 in 360.8 

 Gov/Public Sector 

 Education 

 Accom/Catering 

 Marketing/Media 

 Non-Profit 

 1 in 56.8 

 1 in 196.9 

 1 in 261.9 

 1 in 342.3 

 1 in 346.7 

 1-250 

  251-500 

  501-1000 

 1001-1500 

 1501-2500 

 2501+ 

 1 in 322.8 

 1 in 453.6 

 1 in 498.0 

 1 in 499.5 

 1 in 419.9 

 1 in 297.9 

 Phishing Rate 

November 2009 

 1 in 342.3 
 1 in 293.7 
 1 in 337.1 

 Last Month: 
 Six Month Avg.:  Top 5 Geographies  Top 5 Verticals  By Horizontal 

 1 in
342.3 



MESSAGELABS INTELLIGENCE

www.messagelabs.com 
info@messagelabs.com

2

WEB SECURITY THREATS

Web Security Services (Version 2.0) Activity:
Policy-Based Filtering Web Viruses and Tr smargorP detnawnU yllaitnetoPsnajo

November 2009

Advertisements & Popups 56.7%
Streaming Media 11.2%
Games 8.5%
Chat 4.4%
Downloads 3.9%
Blogs & Forums 1.9%
Search Engines 1.7%
Adult/Sexually Explicit 1.7%
Personals & Dating 1.3%
Computing & Internet 1.1%

PUP:WebToolbar.Win32.MyWeb... 55.1%
PUP:ZangoSearch 11.8%
PUP:WebToolbar.Win32.MyWebSe... 3.0%
PUP:WebToolbar.Win32.WhenU.t 2.5%
PUP:Hotbar 2.2%
PUP:PSWTool.Win32.RAS.a 1.1%
PUP:Win32.OneStep.gmc 1.0%
PUP:Win32.Zwangi.m 1.0%
PUP:Win32.BHO.gtq 1.0%
PUP:Client-IRC.Win32.mIRC.g 0.9%

Infostealer.Gampass 33.4%
New Unclassified Virus 10.7%
Suspicious.MH690 10.0%
Trojan-Downloader.JS.Gumblar.x 5.8%
New  Unclassified Trojan 4.7%
Downloader 2.5%
Trojan.JS.PrygSkok.a 2.5%
Trojan.JS.Redirector.l 2.0%
Packed.Generic.258 1.9%
Trojan-Downloader.JS.Gumblar.w 1.3%

Web Security Services (Version 2.0) Activity:
New Malware Sites per Day

New sites with spyware

New sites with web viruses

Total

241/day

2,749/day

2,990/day

November 2009
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About MessageLabs Intelligence
MessageLabs Intelligence is a respected source of data and analysis for messaging security 
issues, trends and statistics. MessageLabs Intelligence publishes a range of information 
on global security threats based on live data feeds from more than 14 data centers around 
the world scanning billions of messages and web pages each week.  MessageLabs Team 
Skeptic™ comprises many world-renowned malware and spam experts, who have a global 
view of threats across multiple communication protocols drawn from the billions of web 
pages, email and IM messages they monitor each day on behalf of 21,000 clients in more 
than 99 countries. More information is available at www.messagelabs.com/intelligence.

About Symantec 
Symantec is a global leader in providing security, storage and systems management 
solutions to help consumers and organizations secure and manage their information-driven 
world.  Our software and services protect against more risks at more points, more com-
pletely and efficiently, enabling confidence wherever information is used or stored. More 
information is available at www.symantec.com.
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